
Responding to a
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T H E  F I R S T  R U L E

Preserve everything. Alter nothing. 

Route every government contact 

through counsel.
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01 How Investigations Begin

The first moments shape everything that follows

FOR MS OF G OVER NMEN T C ON TAC T

• A grand jury or SEC subpoena for documents or 

testimony

• A search warrant at company premises

• Agent interviews of employees, often unannounced

• Civil investigative demands and voluntary requests

TH E FI RST PRI OR ITY

• Preserve all potentially relevant records

• Suspend routine document destruction

• Never alter, delete, or discard anything

• Route all contact to counsel
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02 The First 48 Hours

Move quickly to preserve evidence, protect people, and hold privilege

IMM ED IA TE AC TION S

• Notify the general counsel and outside counsel

• Issue a litigation hold across custodians

• Identify the scope and the agency

• Preserve devices, email, and backups

EMPLOYEES A N D PR IV ILEGE

• Advise employees of their rights

• Deliver Upjohn warnings before interviews

• Keep investigative work privileged

• Avoid anything that looks like obstruction

Upjohn Co. v. United States, 449 U.S. 383 (1981). R. McConnell Group PLLC



03 A Parallel Internal Investigation

Understand the facts before the government does

PUR POSE A ND  STR UC TUR E

• Learn the facts early and independently

• Use independent counsel where warranted

• Preserve privilege while gathering facts

• Keep the audit or special committee informed

C OOPER ATIO N DEC IS ION S

• Weigh voluntary self-disclosure

• Remediate promptly and document it

• Be ready to identify responsible individuals

• Understand the cooperation trade-offs

U.S. Dep’t of Justice, Evaluation of Corporate Compliance Programs (rev. Sept. 2024); Justice Manual § 9-28.000. R. McConnell Group PLLC



04 The Board’s Role

Directors oversee the response without compromising its independence

OVER SI GH T WITH OU T IN TERFER ENC E

• Ensure an independent, credible investigation

• Avoid undermining independence

• Confirm preservation and privilege

• Receive regular, documented updates

PRO TECTIN G TH E IN STITU TION

• Separate individual and company interests

• Consider a special committee for senior conduct

• Manage disclosure with counsel

• Address remediation and control failures
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The First-Response Checklist

Five moves in the opening days of an investigation

1 Preserve Freeze destruction and issue a litigation hold at once.

2 Engage Counsel Route all government contact through legal first.

3 Protect Privilege Give Upjohn warnings; keep the review privileged.

4 Get the Facts Run an independent internal investigation.

5 Decide Cooperation Weigh disclosure, remediation, and accountability.
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