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A BOARD GUIDE

Cybersecurity & Breach

A board guide to security safeguards and incident response

Administrative, technical, and physical safeguards that protect information systems—plus defined procedures for detecting, escalating,
and resolving security incidents
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WHY IT MATTERS

Why Cybersecurity Matters

The question is not whether an incident comes, but whether you're ready

Incidents are inevitable Sensitive data at risk

Given the shifting threat landscape, security incidents are an unavoidable risk The organization safeguards personal and financial information of employees and
customers

CIA triad Board reporting duty

Security protects the confidentiality, integrity, and availability of information assets Leadership reports at least annually on the program and material cyber risk

REALITY CHECK Given the continually shifting landscape, security incidents are an unavoidable risk the organization must be ready to manage
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SAFEGUARDS

Three Layers of Protection

Controls organized into administrative, physical, and technical safeguards

Roles & responsibilities

Assign clear ownership for security
policy and incident management

Screening & training

Vet personnel and require recurring
security-awareness training

Access control

need-to-know basis

Grant system access strictly on a

Encryption

rest

Protect sensitive data in transit and at

Monitoring & logging

Configure devices to log events and
detect anomalies

Vendor management

Assess third parties before they touch
sensitive systems or data

Physical & facility security

Restrict physical access to facilities
and systems; secure or wipe retired
devices and media
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INCIDENT RESPONSE

A Systematic Response

A consistent process minimizes disruption and preserves evidence

Route suspected incidents immediately through a single intake channel

Classify Flag qualifying events as security incidents and notify security officers

Prioritize Assign urgency and impact scores that drive resolution timeframes

Contain Isolate or disconnect affected systems to limit spread

Eradicate & recover Remove the threat and restore systems to a clean state

Learn Perform root-cause analysis and document lessons learned
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THE LIFECYCLE

How an Incident Reaches Closure

Each reported event follows a defined path

Detection Reporting Classification Prioritization
Containment Eradication Recovery Notification

Post-incident review

ESCALATE

Major incidents trigger notification to senior management—and to legal and authorities where required
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KEY TERMS

Definitions

Security incident

An event that may cause unauthorized access, data loss, or service disruption

Internal threat

A user misusing resources, running malicious code, or seeking unauthorized access

External threat

An outside actor attempting to access systems or disrupt service

Chain of custody

Documented, unaltered handling of evidence to support legal action
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FOR THE BOARD

Questions the Board Should Ask

A few questions test true cyber preparedness

. How quickly are critical incidents detected and escalated?
) |

Response timeframes should match the severity of the threat

Do we test our incident-response plan regularly?
Preparedness must be validated, not merely documented

Are third parties with system access assessed?
Vendors are a common and material avenue of compromise

& N

What is our process for notifying authorities and individuals?
Readiness to meet breach-notification duties is essential
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